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In the digital age where changes are happening at an increasing speed,
businesses are steadily moving to cloud models. New business models
have many advantages, but at the same time, they are accompanied by
new risks and challenges. Waterfall failures are one of the most
important challenges that can have many negative consequences for
businesses. Cascading failures refer to the occurrence of an
unfortunate event in one part of the cloud business model, which can
cause chain damage to other parts of the system and lead to the
collapse of the entire system. By using appropriate approaches, the
probability of these types of failures can be reduced, and if they do
occur, they can be quickly identified and eliminated. The purpose of
this article is to examine various factors related to waterfall failures in
cloud business models and introduction of suitable approaches for
forecasting is the prevention and management of these types of
failures. In this article, the literature review method using natural
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language processing is used to collect information and analyze the
topic. The sources used included scientific articles in the field of
information technology and business from 2015 to 2024 from the
IEEE Xplore, Google Scholar, and arXiv datasets, and 23 articles
were analyzed with natural language processing methods. The use of
advanced NLP techniques also adds a valuable addition to this process
and allows for a more accurate assessment and deeper analysis of the
factors associated with cascading failures. Also, rooting out errors and
formulating a practical roadmap for their better management allows
businesses to facilitate improvement and productivity in their cloud
environment and take a more sustainable path. These steps not only
help to increase the quality and efficiency of cloud services, but also
greatly reduce the costs and time required to fix problems. Various
factors related to waterfall failures in cloud business models have been
examined in detail. These factors include technical problems,
management problems and marketing problems. Also, different
approaches for predicting, preventing and managing these types of
failures have been introduced.

Introduction

Waterfall failures arefone of the most important challenges that can
have many negative consequences for businesses. Cascading/failures
refer to the occurrence of an unfortunate event in one part of the cloud
business model, which can cause chain damage to other parts of the
system[and(lead to the collapse of the entirelsystem. By using
appropriate approaches, the probability oftthese types of failures can
be reduced, and if they do occur, they can be quickly identified and
eliminated. The purpose of this article is to examine various factors
related to waterfall failures in cloud business models and introduction
of suitable approaches for forecasting is the prevention and
management of these types of failures. In this article, the literature
review method using natural language processing is used to collect
information and analyze the topic. The sources used include scientific
articles, research studies and reports of reputable organizations in the
field of information technology and business, which have been
analyzed with natural language processing methods. The use of
advanced NLP techniques also adds a valuable addition to this process
and allows for a more accurate assessment and deeper analysis of the
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factors associated with cascading failures. Also, rooting out errorsiand
formulating a practical roadmap for their better management allows
businesses to facilitate improvement and productivity in their cloud
environment and take a more sustainable path. These steps not only
help to increase the quality and efficiency of cloud services, but also
greatly reduce the costs and time required to fix problems. Various
factors related to waterfall failures in cloud business models have been
examined in detail. These factors include technical problems,
management problems and marketing problems. Also, different
approaches for predicting, preventing and managing these types of
failures have been introduced. The stages of this research to
investigate the factors of cascading failures in cloud/business models
are as follows:

» Examining the factors of cascading failures: In this step, various
factors that lead to the occurrence of cascading failures in cloud
business models are identified(Jand investigated. It includes the
examination of technical, operational, managerial and organizational
factors,[ | whitare more important in cloud environments.

* Error rooting: In this step, the rooting of errors in cloud business
models is discussed. It is possible to accurately analyze errors and
determine their sources and causes, including problems related to
infrastructure, software, resource management, security, and other
factors.

* Presentation of error management methodology: In this phase, a
suitable methodology is presented to manage errors in the cloud
business. This methodology includes processes, methods and tools
used to identify, track, evaluate and fix errors in cloud business
models.

* Providing a qualitative model for the analysis of cascading
failures: In this step, we present a qualitative model for analyzing
cascading failures in cloud business models. This model includes
various factors that can lead to cascading failures in cloud business
models, and provides methods and solutions to prevent and manage
these failures.

* Compilation of a practical road map for managing cascading
failures in cloud business: In this section, the formulation of strategies,
goals and expectations from the road map, as well as(the selection of
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suitable solutions to reduce the probability and negative effects of
cascading failures, are discussed.

By using a qualitative model, it is possible to provide a more
accurate methodology for managing errors and solving problems in
the cloud business model, and make a significant improvement in the
performance and stability of the cloud business/ model. Also, by
considering the priority features according to the qualitative model,
there were significant improvements in the performance and
sustainable use of the cloud business model. These improvements can
include improving efficiency, increasing reliability, increasing
security, and maintaining compliance with changes and customer
needs.

Literature Review

The emergence of Industry 4.0 and related technologies (cyber-
physical systems, Internet of Things, cloud computing and big data)
creates the potential for SMEs stakeholders to compete in a highly
competitive global market (Argyroudis et al., 2022). However, as
machines, devices, services, and software become heterogeneous and
hyperconnected along the cyber(supply chain, SMB stakeholders must
better understand the potential threats associated with this new
business landscape (Rogers, 2023). Bull's (2021) research provides a
glimpse of small and medium businesses from the perspective of
cyber threats related to key technologies that have become
prerequisites for entering this new industrial revolution and cyber
supply chain.

Research objective

The aim of this research is to investigate various factors related to
waterfall failures inllcloud business models and to introduce
appropriate approaches for predicting, preventing and managing these
types of failures.

Methodology

The stages of this research to investigate the factors of cascading
failures in cloud business models, are:

Examining the factors of cascading failures.

Rooting errors.

Presentation of error management methodology.
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Presenting a qualitative model of cascade failure analysis.
Developing a practical roadmap for managing cascade failures in
cloud business.

Conclusion

Today, the use of online cloud data storage as a solution to preserve
data and ensure continuous access to it by individuals and
organizations is increasing day by day; But to provide this service,
cloud providers need to provide equipment, infrastructure, strong
human resources and high potential to prevent and manage cascading
failures to ensure security and continuous availability. In fact, every
second of data center downtime can damage reputation and revenue.
Also, cloud storage as a backup solution, recovery and data rescue
service is essential in the industry for a long time. Cascading business
failures refer to a series of interconnected failures in a company that
can lead to a chain reaction of negative consequences. These failures
can start with a single issue, but quickly spread throughout the
organization, affecting different aspects of its operations, potentially
leading to business failure.

Keywords: Cascading Failures, Business Models, Cloud Models,
Prediction.
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1. Latent dirichlet allocation (LDA)
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Algorithm 1: data extraction using NLP

1. Define search query parameters include:
a. The keywords related to cloud business models and cascading
failures.
b. The time range to the past 7 years.
2. Perform web scraping to retrieve articles:
c. Use the pre-defined databases API to fetch relevant articles.
d. Iterate over search results pages to collect article titles, abstracts,
and publication dates.
3. Extract text data from articles:
e. Parse HTML content or use APIs to retrieve full-text articles.
4. Preprocess the text data:
f.  Tokenize the text into individual words or phrases.
g. Remove stopwords, punctuation and special characters.
h.  Apply text normalization
i. Perform stemming or lemmatization to reduce words.
5. Apply NLP techniques to extract feature:
j.  Use keyword extraction algorithms to identify key terms related
to cascading failures and cloud business models.
k. Use topic modeling techniques such as Latent Dirichlet
Allocation
6. Analyze the extracted features:
I.  Determine the frequency of occurrence of key terms and entities.
m. ldentify common themes or topics related to cascading failures.
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1. Business failure prediction model (BFP)
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1. Plan-Action-Do-Check
2. Critical characteristics of quality (CTQ)
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1. Amazon web services (AWS)
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