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Abstract

The crime of cyber fraud is one of the most important crimes against people's property and
property that takes place in the cyber space. Despite its many advantages, this space has
caused many crimes to migrate to it due to features such as the possibility of learning
different identities, anonymity and, as a result, the ease of committing crimes. The main
purpose of this article is to explain effective methods in detecting cyber fraud and how to
detect it. This research is applied in terms of type and purpose and mixed in terms of
method. The statistical population in the qualitative section includes 100 experts in
cyberspace, judges and related judicial authorities, and expert professors in this field, and in
the quantitative section, it includes 253 experts related to the subject in both theoretical and
experimental fields. The data collection tool in the qualitative part is a semi-structured
interview and in the quantitative part, a researcher-made questionnaire. The validity of the
interview and questionnaire is content validity, and the reliability of the questionnaire is by
spss software, 87/. Was calculated. According to the results of the research, individual
dimensions with a factor load of 823/. In the first place, social with a coefficient of 809/. In
the second place and an infrastructure with a factor load of 711/. It is in the third place. In
examining the methods used, "Using IP trap to obtain personal information” with a factor
load of 863/. It is in the first place. In the study of the current methods and methods of
criminals, "phishing and pharming of the login page of financial exchange sites to steal
information" with a factor load of 842/. It is in the first place and in the examination of the
challenges, "criminals use several complex methods to hide their identity at the same time"
with a factor load of 869/. They are in the first place.
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