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3- Terrorism

4 International Legal Instruments to Counterterrorism, U.N. ACTION TO COUNTER TERRORISM, http://www.un.org/terrorism/instruments
.shtml (last visited Aug. 21, 2012).

°- The World Trade Center

¢ Catalysts

-The 2005 Convention for the Suppression of Acts of Nuclear Terrorism and 2006 United Nations Global Counter-Terrorism Strategy

8- The United Nations Security Council (UNSC) in Resolutions 1368 and 1373

°- A Common Criminal.
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19- The UN’s High-Level Panel in its Report on Threats,

- Kofi Annan

2. In Larger Freedom

13- U.N. Secretary-General, In Larger Freedom, 1 91, U.N. Doc. A/59/2005 (Mar. 21, 2005), at { 91.

14 - State terrorism

13- U.N. Secretary-General, A More Secure World: Our Shared Responsibility: Report of the High-level Panel on Threats, Challenges and
Change, at 1 164(c).

16- See S.C. Res. 1566, 9 3, U.N. Doc. S/RES/1566 (Oct. 8, 2004) (“Recalls that criminal acts, including against civilians, committed with the
intent to cause death or serious bodily injury, or taking of hostages, with the purpose to provoke a state of terror in the general public or in a
group of persons or particular persons, intimidate a population or compel a government or an international organization to do or to abstain from
doing any act, which constitute offences within the scope of and as defined in the international conventions and protocols relating to terrorism,
are under no circumstances justifiable by considerations of a political, philosophical, ideological, racial, ethnic, religious or other similar nature,
and calls upon all States to prevent such acts and, if not prevented, to ensure that such acts are punished by penalties consistent with their grave
nature.”).
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I- Hiring and use

2 Physical attacks

3- “Hacktivism”3

“- Incitement to terrorism

5- “Cyberterrorism”

-Cyber-Attack” and “Terrorism”

7- The suggestions include those concentrating on the disruptive and destabilizing nature of cyberterrorism, limiting it only to
individuals and non-state perpetrators. See Daniel T. Kuehl, The National Information Infrastructure: The Role of the Department of
Defense in Defending It, in TRANSNATIONAL THREATS: BLENDING LAW ENFORCEMENT AND MILITARY
STRATEGIES 151 (Carolyn W. Pumphrey ed., 2000)

8- See Christopher Beggs, Cyber-Terrorism: A Threat to Australia?, in MANAGING MODERN ORGANIZATIONS THROUGH
INFORMATION TECHNOLOGY: PROCEEDINGS OF THE 2005 INFORMATION RESOURCES MANAGEMENT
ASSOCIATION INTERNATIONAL CONFERENCE 472 (2005); see Maura Conway, Cyberterrorism: Media Myth or Clear and
Present Danger? 5 (2004), http://doras.dcu.ie/505/1/media_myth_2004.pdf

°- Malware writing process. See Alistair Kelman, The Regulation of Virus Research and the Prosecution for Unlawful Research?, 3
J. INFO. L. & TECH. (1997), available at http://elj.warwick. ac.uk/jilt/compcrim/97-3kelm/, cited in Mathias Klang, A Critical
Look at the Regulation of Computer Viruses, 11 INT’L J. L. & INFO. TECH., 162, 167 (2003).

10-Abstract
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I- Stanford Draft International Convention to Enhance Protection from Cyber Crime and Terrorism of 2000
2 Potential Perpetrators

3. Compare the western draft (“the activities undertaken by the military forces of a State in the exercise of their official duties,
inasmuch as they are governed by other rules of international law, are not governed by this Convention”) with the OIC version
(“The activities undertaken by the military forces of a State in the exercise of their official duties, inasmuch as they are in
conformity with international law, are not governed by this Convention.”). See U.N. Rep. of the Ad Hoc Comm., 6th Sess., Jan. 28—
Feb. 1, 2002, U.N. Doc. A/57/37 Annex IV; GAOR, 57th Sess., Supp. No. 37 (2002); see also U.N. Rep. of the Ad Hoc Comm.,
14th Sess., Apr. 12-16, 2010, U.N. Doc. A/65/37; GAOR, 65th Sess., Supp. No. 37 (2010). For more information, also see previous
and subsequent reports. Note that the Maritime Convention as amended by the 2005 Protocol (Article 2bis(2)), 2005 Nuclear
Terrorism Convention (Article 4(2)), 2010 New Civil Aviation Convention (Article 6(2)) and the Unlawful Seizure Convention as
amended by the 2010 Protocol (Article 3bis(2)) all use the western wording.

4. International customary law for guidance
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I~ By the 2010 Protocol (Article 3bis (2)) all use the western wording. See RICHARD JACKSON, LEE JARVIS, JEROEN
GUNNING & MARIE BREEN SMYTH, TERRORISM: A CRITICAL INTRODUCTION (2011)

2. State violence

3- See S.C. Res. 1989, U.N. Doc. S/RES/1989 (June 17, 2011); S.C. Res. 1988, U.N. Doc. S/RES/1988 (June 17, 2011); S.C. Res.
1963, U.N. Doc. S/RES/1963 (Dec. 20, 2010); S.C. Res. 1904, U.N. Doc. S/RES/1904 (Dec. 17, 2009); S.C. Res. 1822, U.N. Doc.
S/RES/1822 (June 30, 2008); S.C. Res. 1735, U.N. Doc. S/IRES/1735 (Dec. 22, 2006); S.C. Res. 1617, U.N. Doc. S/RES/1617 (July
29, 2005); S.C. Res. 1530, U.N. Doc. S/RES/1530 (Mar. 11, 2004); S.C. Res. 1526, U.N. Doc. S/RES/1526 (Jan. 30, 2004); S.C.
Res. 1455, U.N. Doc. S/RES/1455 (Jan. 17, 2003); S.C. Res. 1373, U.N. Doc. S/RES/1373 (Sept. 28, 2001).

4- Al-Qaida network
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- Also See, Gabriel Weimann, Cyberterrorism: How Real Is the Threat?, U.S. INST. OF PEACE, Dec. 2004, at 1, 11. AND. Stuart
H. Starr, Towards and Evolving Theory of Cyberpower, in THE VIRTUAL BATTLEFIELD: PERSPECTIVES ON CYBER
WARFARE, 18, 34 (Christian Czosseck & Kenneth Geers eds., 2009).

2. Corporations

3-Statecentrism

4. PST), http://www.zdnet.com/news/security-guru-lets-secure-the-net/120859. 78. Toby Blyth, Cybertrrorism and Privet
Corporations: New Threat Models and Risk Management Implications 24 (1999).

5-1d. At 105.

6. United Nations Conference on Trade and Development, Geneva, Switz., 2004, Disclosure of the Impact of Corporations on
Society: Current Trends and Issues, UNCTAD/ITE/TEB/2003/7 (Aug. 26, 2004).

7- Any Person
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I- Prosecute the Company
2- Like Cyber-Breiviks

3- Rebels

4- Talented” Cyberterrorists
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- ICAO, 1991 Convention on the Marking of Plastic Explosives for the Purpose of Detection, June 21, 1988, ICAO Doc. $/22393,
30 I.L.M. 721.
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2- Cyber-attack on the Trans-Siberian natural gas pipeline in 1982

3. “Device”
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I- The 1973 Diplomatic Agents Convention
2- Convention on the Prevention and Punishment of Crimes Against Internationally Protected Persons, Including Diplomatic Agents,
art. 2(1), Dec. 14, 1973, 1035 U.N.T.S. 167.
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I- See Convention on the Prevention and Punishment of Crimes Against Internationally Protected Persons, Including Diplomatic
Agents, at art. 1(1)(a) (describing protected persons)

2- Other attack upon liberty.”

3- International Convention Against the Taking of Hostages, art. 1(1) & 2, Dec. 17, 1979, 1316 U.N.T.S. 207.

4- Maritime Vessels

5- See id. at art. 1(1)(a) (explaining that warships, naval auxiliary ships, vessels of customs or police authorities and ships withdrawn
from navigation are not covered by the Maritime Convention).

¢ Article 3(1)(b)
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I- See id. at art. 3(1)(b), which reads: “performs an act of violence against a person on board a ship if that act is likely to endanger
the safe navigation of that ship.”. See id. at art. 3(1)(c), which reads: “destroys a ship or causes damage to a ship or to its cargo
which is likely to endanger the safe navigation of that ship.”

- By Atrticle 3(1)(c).

3- See id. at art. 3(1)(f), which reads: “communicates information which he knows to be false, thereby endangering the safe
navigation of a ship.”

4~ Nuclear Terrorism

5- Consider if the US B-52H bomber, that was mistakenly transferring nuclear warheads in 2007, was connected to the internet and
hijacked by cyberterrorists.

®- Nuclear Materials Convention

7- Article 2(1) of the 2005 Nuclear Terrorism Convention
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2. Stuxnet
3. Aircrafts

4- Convention for the Suppression of Unlawful Seizure of Aircraft, supra note 26, at art 1 (criminalizing the act of seizing and
exercising control over an aircraft).
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I~ Article 6(1) of the 1963 Aviation Convention

2- See Protocol Supplementary to the Convention for the Suppression of Unlawful Seizure of Aircraft, at art. II, which reads: “Any
person commits an offence if that person unlawfully and intentionally seizes or exercises control of an aircraft in service by force or
threat thereof, or by coercion, or by any other form of intimidation, or by any technological means.”

3- Article 1(1)124 of the Unlawful Seizure Convention, included in its 2010 Protocol

4- Article 3(1) of the Amended Unlawful Seizure Convention reads: “For the purposes of this Convention, an aircraft is considered
to be in service from the beginning of the pre-flight preparation of the aircraft by ground personnel or by the crew for a specific
flight until twenty-four hours after any landing. In the case of a forced landing, the flight shall be deemed to continue until the
competent authorities take over the responsibility for the aircraft and for persons and property on board.” Id. at art. V.

5- Unmanned Aerial Vehicles (UAVS).

6~ These countries include the USA, Russia, China, France, Germany, Georgia, India, Israel, Pakistan, Egypt, and others.

’- See also Noah Shachtman, Computer Virus Hits US Predator and Reaper Drone Fleet, ARS TECHNICA (Oct. 7, 2011),

http://arstechnica. com/business/news/2011/10/exclusive-computer-virus-hits-drone-fleet.ars.
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I- See Convention for the Suppression of Unlawful Acts Against the Safety of Civil Aviation, supra note 2, at art. 1(1)(c), which
reads: “Any person commits an offence if he unlawfully and intentionally . . . [p]laces or causes to be placed on an aircraft in
service, by any means whatsoever, a device or substance which is likely to destroy that aircraft, or to cause damage to it which
renders it incapable of flight, or to cause damage to it which is likely to endanger its safety in flight.” 129. Id. at art 1(1)(a), which
reads: “performs an act of violence against a person on board an aircraft in flight if that act is likely to endanger the safety of that
aircraft

2-Id. at art. 1(1) (b), which reads: “destroys an aircraft in service or causes damage to such an aircraft which renders it incapable of
flight or which is likely to endanger its safety in flight.” ALSO Id. at art. 1(1) (d), which reads: “destroys or damages air navigation
facilities or interferes with their operation, if any such act is likely to endanger the safety of aircraft in flight.” SEE ALSO Id. at art.
1(1) (e), which reads: “communicates information which he knows to be false, thereby endangering the safety of an aircraft in
flight.”
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