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Abstract

Fake news and disinformation have emerged as significant challenges in the
digital age, with profound implications for individual and societal well-
being. This article aims to provide an extensive analysis of recent
international legal mechanisms developed since 2015 to address the
escalating threat posed by fake news and disinformation to international
peace and security. Employing a descriptive-analytic approach, this study
explores the reasons behind the proliferation of fake news and
disinformation, and their multifaceted impacts, and draws upon several legal
articles addressing this issue.

Efforts to counter the spread of fake news and misinformation have
gained traction among international organizations, regional and global
institutions, national governments, and various stakeholders at different
levels. These initiatives aim to uphold democratic structures, protect the
rights of minority groups, and maintain security and stability in society. For
instance, the United Nations (UN) has recognized the impact of
disinformation on peace and security, emphasizing the importance of
promoting information literacy, critical thinking, and responsible journalism
to combat this issue (UN, 2020). The UN Security Council, in its Resolution
2317 (2016), acknowledged the potential role of fake news in exacerbating
conflicts and destabilizing regions.

How to Cite: Salehi, H,. Kardoony, N. (2023) Fake News and Disinformation in the
Perspective of International Peace and Security, Journal of Legal Studies, 15(2), 321-353.

” Assistant professor of public law at Shiraz University, School of Law and Political
Science, Shiraz, Iran. (Corresponding author). Hadi.Salehi@shirazu.ac.ir.

“PhD, Public International Law, Visiting researcher at Queen's University, Canada.
kardoony@gmail.com

Legal Studies, 2023, Volume 15, Issue 2, pp 321-353
Publisher: Shiraz University



Volume 15, Issue 2, June 2023 322

However, such endeavors have not been without criticism, particularly
concerning the potential infringement upon freedom of expression. Critics
argue that measures taken to combat fake news and disinformation may
inadvertently curtail the rights and freedoms of individuals and groups.
Balancing the need to address the harmful effects of fake news while
safeguarding freedom of expression remains a complex challenge for
policymakers and legal experts alike. Legal scholars such as Fenwick (2019)
highlight the necessity of finding the right balance between countering
disinformation and protecting free speech, advocating for nuanced
approaches that do not undermine democratic values.

Moreover, research conducted in multi-ethnic countries reveals that fake
news and disinformation can exacerbate ethnic tensions, leading to a new
form of threat and discrimination against ethnic groups. False information
can perpetuate existing conflicts and foster animosity between different
communities. A study by Johnson et al. (2018) examined the role of
disinformation in fueling ethnic conflicts in Southeast Asia, highlighting the
need for comprehensive strategies to counter its divisive impact. Similarly,
research by Di Gennaro and Dutton (2019) explored the impact of
disinformation on ethnic polarization in Nigeria, emphasizing the role of
social media platforms in amplifying divisive narratives.

To effectively address the challenges posed by fake news and
disinformation, international legal mechanisms should be carefully designed
to target the dissemination of false information while upholding the
fundamental rights and freedoms of individuals and groups. Collaborative
efforts between international organizations, governments, civil society, and
media institutions are crucial in developing and implementing strategies. The
Council of Europe, for instance, has adopted a comprehensive approach,
emphasizing media pluralism, transparency, and supporting fact-checking
initiatives (Council of Europe, 2017). The European Union, through its Code
of Practice on Disinformation, seeks to promote transparency, integrity, and
accountability in online platforms (European Commission, 2018).

Drawing upon the experiences and recommendations of legal scholars
and researchers, several key strategies can be identified to address the issue
of fake news and disinformation comprehensively. First, fostering media
literacy and critical thinking skills is essential in enabling individuals to
discern reliable information from falsehoods. Educational programs,
awareness campaigns, and media literacy initiatives should be promoted to
enhance the public's ability to critically evaluate news sources and content
(Kaplan, 2019). The importance of media literacy is also recognized by
organizations such as UNESCO, which emphasizes the need for
comprehensive media and information literacy programs to counter
disinformation (UNESCO, 2018)

Second, promoting responsible journalism practices is vital to combating
the spread of fake news and disinformation. Media organizations should
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uphold journalistic ethics, fact-checking protocols, and professional standards
to ensure the dissemination of accurate and reliable information. Collaborative
efforts between media institutions, fact-checking organizations, and
technology platforms can contribute to the verification and debunking of false
information (Wardle & Derakhshan, 2017). The role of media self-regulation
in maintaining journalistic integrity and countering disinformation is
highlighted in the research by Nielsen and Graves (2017), which emphasizes
the importance of industry-wide initiatives to address this issue.

Third, the regulation of social media platforms and technology companies
is crucial in curbing the spread of fake news and disinformation. Transparent
algorithms, improved content moderation, and cooperation with fact-
checkers can help mitigate the dissemination of false information. Striking a
balance between regulation and avoiding censorship is a challenge that
requires careful consideration of the potential impact on freedom of
expression (Citron & Norton, 2011). Legal scholars such as Gillespie (2018)
argue for a comprehensive regulatory framework that ensures accountability,
transparency, and user empowerment in the digital ecosystem.

Furthermore, international cooperation and coordination are essential to
effectively address the transnational nature of fake news and disinformation.
Cross-border  collaboration  between  governments,  international
organizations, and technology companies can facilitate the sharing of best
practices, information, and resources in combating this global challenge. The
Global Disinformation Index, for example, serves as a collaborative effort to
provide tools and data to mitigate the spread of disinformation (Global
Disinformation Index, n.d.).

In conclusion, the rise of fake news and disinformation poses a grave
global threat to international peace and security. Countermeasures against
this phenomenon have encountered both support and opposition, with the
need to balance the preservation of freedom of expression and the mitigation
of harmful effects. Efforts to combat fake news and disinformation should
encompass a multi-faceted approach that includes media literacy, responsible
journalism practices, regulation of technology platforms, and international
cooperation. By implementing comprehensive legal mechanisms and
fostering collaboration among stakeholders, societies can effectively
confront the challenges posed by fake news and disinformation while
upholding the principles of freedom of expression and preserving peace and
security.
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1. Fake news
2. Disinformation
3. EU Disinfo Lab
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1. “We’re not just fighting anlepidemic, we’re fighting an infodemic.”
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1. Fake news.

2. Misinformation.

3. Disinformation.

4. Distorted news.

5. The terms ‘propaganda’, ‘misinformation’and ‘fake news’ often overlap in
meaning. They are used to refer to a range of ways in which sharing information
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causes harm, intentionally or unintentionally — usually in relation to the promotion
of a particular moral or political cause or point of view.
1. Junk rather than fake news
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information-false information shared intentionally to cause harm, Mal-information -
true information shared intentionally to cause harm. See council of Europe website,
“Dealing with Propaganda, misinformation and fake news — intro”.
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1. We consider fake news to be “a type of online disinformation, with totally or
partially false content, created intentionally to deceive and/or manipulate a
specific audience, through a format that imitates a news or report (acquiring
credibility), through false information that may or may not be associated with real
events, with an opportunistic structure (title, image, content) to attract the readers’
attention and to persuade them to believe in falsehood, in order to obtain more
clicks and shares, therefore, higher advertising revenue and/or ideological gain.
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cause of peace”
2. Good international understanding.
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1. The Declaration on Principles of International Law concerning Friendly Relations
and Co-operation among States.
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1. The European Democracy Action Plans is one of the major initiatives of the
Commission's Work Programme for 2020.

2. Soft law.

3. Transnational Corporation.
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1. Online intermediaries

2. International Covenant of Civil and Political Rights (ICCPR)
3. Self-regulation

4. Donald Trump
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1. Action Plan

2. Co-regulatory

3. Hybrid threat.

4. While definitions of hybrid threats vary and need to remain flexible to respond to
their evolving nature, the concept captures the mixture of coercive and subversive
activity, conventional and unconventional methods (i.e. diplomatic, military,
economic, technological), which can be used in a coordinated manner by state or
non-state actors to achieve specific objectives while remaining below the
threshold of formally declared warfare. There is usually an emphasis on exploiting
the vulnerabilities of the target and on generating ambiguity to hinder decision-
making processes. Massive disinformation campaigns, using social media to
control the political narrative or to radicalize, recruit and direct proxy actors can
be vehicles for hybrid threats.
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1. Fostering online accountability.
2. The Code of Practice is the first time worldwide that industry has agreed, on a
voluntary basis, to self-regulatory standards to fight disinformation
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1. The European Digital Media Observatory. EDMO has a governance structure
completely independent from public authorities, including the European
Commission. The Governance is constituted of an advisory board in charge of
defining the functioning rules and the strategy of the Observatory and the
executive board responsible for implementing the contract and in consultation
with the advisory board

2. Fact-checking organizations.
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1. Pledge to pause.

2 Pause is a campaign by Verified, a United Nations initiative to encourage us all to
check the advice we share.

3. Joint Declaration on Freedom of Expression and “Fake News”, Disinformation
and Propaganda.
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1. The national Black culture information trust
2. Burundi
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1. Office on the high commissioner Human Rights, Myanmar: UN Fact-Finding
Mission releases its full account of massive violations by military
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