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1UAS: Unmanned Aircraft Systems

2RPA: Remotely Piloted Aircraft

3 COTS: Commercial-Off-The-Shelf

4 CUA: Countering Unmanned Aircraft Systems

5 LSS: Low, Slow and Small

5 NATO: North Atlantic Treaty Organization

" NATO Science & Technology Organization (STO), ‘SCI-301-RTG Defeat of Low Slow
and Small (LSS) Air Threats’

8 Intelligence, Surveillance & Reconnaissance

9LOS: Line of Sight
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2 UA: Unmanned Aircraft
3 Stealth



VE-Y s Y o )lods enojsi Jlo e ollss ()58 g psle anlilad veY

0008 )5 aad Widgy e e g 5 g0 900,95 p (g b e 5l &S Sl il s S
e Jalge gaugs anolie g AHP Lo, 5l eolinwl b Jalge 51 SO 50 (59 9 Coot s

iz (5,15 Sl

ety 92 SLaloy I9p laailolu guiaainb

sloailels glp Il GO TSz 5 T((oe) FSzsS M (9,500) Sz (hes sl | o
(HALE) *cue oYsb casliiul b slabanlen sl T IS 3 FMALE) Lwgie SSb
L5 )] g o3l e,,l5 ecilisee oIS s anglio b (ATP-3. 3.8.1,2019) g o (oo
3l s2esl 4 5k UAS 5l Gl cnl b ablis a5 085 ams lgs oo aleisias ol Slilee
Jb il o UA i s oy slaloln w)lo (ols (D 5o (sl it slas So,
saable ol 6 8 oka slagb s oo Sy sl amsls o> JL L et
bl a5 o ,5 S o 6o 25,2 JU Jol 5l Ysons (S M) 5SsS
SeSL slaaslale S o solitul Culi JU ik 5l s Ly a5 (4w (odS) 55,5
HALE 5 5, slalonlsn b B 5 pley slagslo oS oo 55m Jool 53 58 51 (53 o)
(NATO C-UAS WG, 2019, P14) .59 o <l 5 (SSb slaaibeles b gl a5 Ll

(Castrillo, 2022: P,3) (i yaw 39 solows 192 dilobw (gussainb (1) Jguz

PSS 10 B0 51 SasS olgg o SobS V0 I a8 sk 2, ks
PSS Fe b pSohs V8- 5l (ST obgy s
eSS 7o - 5l 55,5 HALE/IMALE?® M s

Slye (Fy o gy e e b olelasl jo alilg o 555 Gedid e G sbilenlse
plo b awlio b balaglsa cpl PPRCS) Jlol, ahis mho JidwasS 5 50 oo
Sioge 5 2l £l laptunn 1151 bawg Wil b Glgce cnlply sl o008 Glaloylse

1 Micro

2 Mini

3 Small

4 MALE: Medium-Sized, Tactical Systems

> HALE: High-Altitude Long-Endurance

6Class |

"Class I

8Class IlI

® HALE/MALE: High-Altitude Long-Endurance, Medium-Altitude Long-Endurance.
10RCS: Radar Cross Section
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Air and Missile Defense
2 Short-Range Air Defense
3 C-RAM or Counter-RAM Rocket, Artillery, and Mortar
4 DRONE: Dynamic Remotely Operated Navigation Equipment
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L UAS: Unmanned Aircraft Systems
2 LOS: Line-of-Sight
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2 LoAC: Laws of Armed Conflict
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2 Swarm

3 DEAD: Destruction of Enemy Air Defense




VE-Y s Y o )lods enojsi Jlo e ollss ()58 g psle anlilad Y-

039> 30 Sty Lrdilolw b abiliio 1y oo S GIL2 § Jg0 Jolge (39 cumtd (F) Jgu

Jole 039 Jole plge Jole o5’ )
11. 03% &bl e s Q1-1-14 \
8. 58% ey P)lys e Q1-1-1 \
7.90% Oy Cod gl glad IS wz Q1-1-9 v
7.65% @S slabile 8, JBlas 4 jiSTas Q1-1-5 f
7.29% Sz lagSll Q1-1-7 0
6. 96% @S slaalble Gal ol Q1-1-6 s
6. 33% wiS slaalle jo Jale ud aidly Q1-1-8 v
6. 18% Sl 58 il Q1-1-4 A
5. 94% ple Sl g el e o Q1-1-11 !
5. 94% @i sldlble S o cubls Q1-1-10 V.
5. 76% (SOF) o325 llac slag Q1-1-12 V'
5.76% '(DEAD) oo gly aiily gosl Q1-1-13 VY
5. 52% @S sbaledls Sasly Q1-1-2 VY
5. 15% Sy S mles  Sodg xS Q1-1-3 i

ool b ablie gla il sons 35,5 o sonlie ¥ ol Jpir o a5y, sholan
Mo c/\ \ Sgd> L: 6)“3‘) é.‘a.ﬁ.n C_‘a.u) w)_} QO C S 0)9_'> )Q g "",)_M_, uj_\_, LgLo"‘"‘ﬁ'b

! DEAD: Destruction of Enemy Air Defense



YY) LS 5 goemme yess o slaailolis b alilia sla e ooy

JreS g (pailoyd 09> 40 ol sailobw b abilio gl ygo Jolge (59 cuatd () Jgur

S
Joe 039 Jole e ol o5 L
9.51% P CP LR oo Q2-1-4 \
8.67% Sbty pln 3 @elz 550, Q2-1-3 Y
7.97% g, 5 LSS oSSy Q2-1-2 ¥
7.76% xS 0 b asis K, Q2-1-10 £
6. 86% slyp 5 sl idgy Cydgamms Q2-1-6 5
6.41% Gl wiadign slagy )5l Q2-1-1 $
0,3y &390y 1>l Gl |y oY 30 ol
5 2204 2785 Byt Sz sl 1y p)Y 60500 lst Q2-1-12 v
S loy s 5l Sleladl  aaile sl ¢ 3lw ey
5 17% Ol (oo Sl ‘us“’ S S R Q2-1-13 A
SAd g
5. 08% A o9 Sl 9 g pdySlasl ol Q2-1-14 A
b 35 poka e 5 ae) ©,Shos cilizes slacdl> \
4. 91% Fstant i) o5 e s Q2-1-8
(HLseedgs
\
4. 68% Seig S pale 5 Sg sl Sz L ablie Ul Q2-1-9 \
\
4.45% Iy piled ailalus yo Jole pud aidlay Q2-1-11 g
\
4.37% ol B JolS 3.als (533 ,40b Q2-1-15 .
\
\
4.01% (BLOS)aps s 1 515 J 58 (5,5 ,15 Q2-1-7 \

L ablie ol Glagally on e 205 (o0 onaline ¥ oojlad Jgaz j3 a5 shilen
@ S g auile Boje )0 JiuS g (paile B ojex 0 ki pe 9 Slemle slaailel
9 1Y AL ol plp 0 mel> 0,50, OV A s b mel> el oliul i S

INVJUC S JC- BN EE RV Qb oo S )9 shls



VE-Y s Y o )lods enojsi Jlo e ollss ()58 g psle anlilad YYY

T srdilolw 059> 1o Sty rdilolw b abilio (gl ygo Jolge (439 s (F) Jou

Jele 0339 Jole lgie Jele o5 @,
S pes sl g,qlid 3,5
8. 95% 2Ry s ks 65,50 03-1-9 \
Cy“’ ‘SLQJ\.'\LALMJ
0085 sl SuST b ablie el
8. 51% Q3-1-10 Y
(2o aLwd)
ablas laailols sloss Cudgamae
8. 01% Q3-1-2 Y
7. 66% Slekes 52y illas Q3-1-4 ¥
7.32% e sladsls Q3-1-1 o
6. 76% sy [ oS 5 gls )b Q3-1-14 s
b oo sloailobn Lobss o0
6. 56% oe o Q3-1-7 v
laaibols Lo
6. 50% e 5 sl Q3-1-8 A
(7974 DY DN FUUN 2 IGO0 H I
6. 50% < ST T o Q3-1-5 %
s
6. 17% Jole pue ooy loladl gudas Q3-1-3 \.
oS sl 56 oy
5. 84% ST D O Q3-1-11 N
C)L" L;LMJLoL.;
5. 79% JIRRSHTE Q3-1-12 WY
K] | 5 (gel
5. 60% S Q3-1-13 Wy
e slaaslols
ailols o low  Sobel
5. 34% ¢ et d Q3-1-6 Ve
@
4. 47% Ol soaibols S o0 culils Q3-1-15 Vo

L oablie olp slogtlly (nipte 93,5 (o0 osalin B o)led Jouz )0 o5 shailen
slacs,gld 250 e 5 4 o sladilols 0392 10 ity 9 slowlga sladilala
2 g myd s Jaz (P laailole 5 ©j08 5 uablines 2SI ) 5d slogdle) (o
1OV AL (e aiwd) 005 L SuST b ablae <Ll /A0 A sg0> L 2 slaasleles
shls a5 elge gl I ail g0 g 70V A ol b alblis slaailelis slass Codgame o
S8 B e sl e (55 O3
Sludions 9 (55 Ao

UAS 5 iy o slalenlsn b ablie a5 el cpl Sibo iogh cpl o)y 2 5 axllae
5 2lsp £ 59,0 Bisel ngh oSS (el b ablie gl g cel 1513 alle



yYY LS 5 goemme yess o slaailolis b alilia sla e ooy

gl Hlaiasasd pe il Ojse 10 9 Sl ol Wb was sla by, 9 LSS eSS
& e 4l S plgrear | Gt pe g Sbalelse ablie olaiSl ( iSs SG cwl p3Y
555 SnSalr ol Sl 50 F0aSy b b e cdlae el Sl 5 235 L1 s
U—‘ 6‘).‘>‘ L» U"'“'“"J’“J uﬁ"&" 6LQ4.’L0LM} &‘9.:‘ l.» iLLM Lg‘)" G..M:L».n 9 »‘5 J"") L)"‘)"L“"
Szl OLladl pldes opl 5 ogdle \aiS SaS (il jo o slalewlsn ailolu b abilis
3 Pt Ll ez ey 0 oolaiul BB G598 alizee slacsz )l o sl 4 5ls bl

sl i o (300 Slalaglsn L UAS L ablis (ol Lol ole (e 0)ls mlo (o 5o ]
S Ko 11553 9 (b (pasi> Sl (g9, s C-UAS 29250 slaaileles 51
5| oslil 5 UAS 5l oslinl (o,eSsla ol adsl loladl 5 aidleiie Sloladl .aiiS o
leo)lS Oles oS 5 e Jlaiml lags alS a ol ples 1 et g slaleylge
sl ol 0S8 S ronad oy ¢ Jled SLoladl S 51 ey S e S
S plp e (ST el (S5 p9boar 0,5 asalys o3b ol gl ) (o i JUd s
(Joorll sl jlebs jlo @bt Yletal lalae )5 SaroS Blaal ohages 5 S 95 sl
S B 4 aly L g 0l alaly ol 51 iS5 (65,1 L Ladd '(RCS) (s Moy oo el
hanlor 5| Slatiy b ads Cuidge ly 6,50 Jilos ol Sas oyl iy e
alobo sla il b ablie sl ol ogh 5l ol gl (ol 5 adl axsls 3525 99250
03,5 oo gty ool 058 laaizs )3 (rdise e slalenylse

FoR0soke wsyar Sl sy ) y8 GRSl olay S wnl s mped gl -
L f(RF)gsiﬁN‘) o558 0 Fye sleavlus 5l (uisren g "UV) sl sl 5 T(IR)
Lo 009050 5l)1s (g5l gladulu b dlin ;0 a5 SetwsST sladulus 5 (5558 S
25 oolitul axtus alsS

1 RCS: Radar Cross Section
2 |R: infrared

3 UV: ultraviolet

4 RF: Radio frequency



VE-Y s Y o )lods enojsi Jlo e ollss ()58 g psle anlilad YY¥

5 (o) (S xS bl slrawlas g [0 IS oledbl sbauls 51 -
izan 5 ol 658, 5 lolid 5 LS o (Cmels) bl Sledlbl clbduls
g ool _Ltimins Sl gladula
b 5 ol abls 0 055> il oo JolSS Zas oty Sl sl LB Sl @ ar g L -
Sz oanl glacy sele 5o o by Djgo cnl 2ef )0 055 8 S5 DY ad o
D algS oS (e 9 Szl o
00,5 Gy elis GalISs gy [ S 5 glis Sl L -

39 ooliiasl ;S 5 cmvaile b ailols 45 il diedign (slay,sS)l
28lay (5 o]y slaanlus )3 513810 5 (sozinr SlagSl (6 55,0 55 conbio g jasliy -
25 plonil G e o Slalenlen (ais Gl s
@y gl (pailo s Alle bawg sbg plp 5o gel> 0509, 5 @el (2l sFl -
23,5 3l

S oolaiul ZMu slaaibeln jo iz slas,5ls 5
S g 2l a0 ,lSel) @y DUl 5 (650550 B (ansets W) 5o s sl -
50,5 ooliial (Jlizasss b 35 jata e 35 yoie) 3,Shas cilizes slocdls
50,5 B,k s ol b ablis slaailoles olass Cysgame -
Bl g 5,0 5 cbslin o olsn glo shite Bloladl 5 g5,40b 5 55 slgy o LolS guils -
55 )3 Sl 5 ol
5 08l s ol 5o b ablie (gl Jale yué asilyy loladl -
s Sistelin 0 bt ply 0 Gadieesl Jeldsaim 5 ookl alnadly SIS -
955 1,8 slse gl plate Sloladl
O3 slalenlsn 5 iy o slaleglse alole b ablior glse widly g8 -

30 50 @lBn sleail; den o alal) (51,8 0 4 Wilgi e LiSu s, S Sales |
S SS9 slaleslsa b ablie Al

255 18 el lacaglyl 5l asax

059> Couiy g oo (pddyw (e Slalomlsn slaailels b ablie ofng iy g ol -
255 )8 ST 050 Sl )lge 5 sl



YYo LS 5 goemme yess o slaailolis b alilia sla e ooy

1o yud

L omss 8 9 6ol 1) gy (gl plml Jsb 0 a5 jslive 5 Lol ploliad
ol Bl g Slomy p pol gl s)lgiul g wisls 3 e LS s allaalsl
Rl s el 28 551538 1S 5

&lw

2 bl sl cudgl 6l (b (VWAF) lebe , Jl5 5 e Jlae ol s oo
BTV (D oo 050 g0 2y mlio

SYgama 55550 gk ol OVAY) sl gy ¢ Slise 5 cgoe cplian! o Jlas coloy @
NEPVEY (V)Y (el a9t oun Tl b 6,135 Cusglsl 5l asliiul b slgy oo

e Ol 22510l ol sloojly Kan )8 (VYAF) dgeme o oo, ®

o3 sodas sloylG iloSle 0,0l o5 (A T OYAT) L Joslons] s o5l 00 @
sbe g Je oBils |y hasl Slyagr b cuslie ] (Lo)sbed VoG lpe disly

siio] g elio Olelllas dolilas i glaa 3Blay 550l sla il olgs (VWA+) oo wlf Jco®
(-0) Y
Gblo ade Slyagh b ablio 15 logs reaj sy sl 55 >l OTAP) (s I e @
Lels ol lasil i) g5 o) Fo P ot 35 0 julas 5 il STho 5
AF- '(f) VYol “fua‘.) ‘5LQJ)5L3 .(\VAV) .).A@L; ‘6})0;.
Slase 2251005 o sollss O lats] Kin s (VYAD) . e (oin (oo ®
e o Sl Chglre (35 Blaal Hlgie 4y idpo 9au looad,y (WYAY) . e ()l Lo ®
FE O ol dolifles gy 05,5~ iaio Slidss g
e Martins, B. O., Michel, A. H., & Silkoset, A. (2020). Countering the Drone Th reat.
Peace Research Institute Oslo (PRIO).
¢ Haider, A. (2014). Remotely Piloted Aircraft Systems in Contested Environ—ments.
Joint Air Power Competence Centre JAPCC.
e André Haider, ‘Unmanned Aircraft System Threat Vectors’, in ‘A Comprehensive

Approach to Countering Unmanned Aircraft Systems’, JAPCC, 2020

e André Haider, ‘A Comprehensive Approach to Countering Unmanned Aircraft
Systems’, Joint Air Power Competence Centre (JAPCC), 2019. [Online]. Available:
https:  //lwww. japcc.  org/portfolio/a-comprehensive-approach-to-countering-
unmanned -aircraft -systems/. [Accessed 13 Aug. 2020].

e Counter Unmanned Aircraft Systems Legal Authorities, U. S. Department of
Homeland  Security, 2019. Retireved from  https: //'www.  dhs.
gov/sites/default/files/publications/19_0502_cisa_dhs-cuas-legal-authorities-
factsheet. Pdf


https://www.japcc.org/portfolio/a-comprehensive-approach-to-countering-unmanned
https://www.japcc.org/portfolio/a-comprehensive-approach-to-countering-unmanned
https://www.dhs.gov/sites/default/files/publications/
https://www.dhs.gov/sites/default/files/publications/

VEY e B o lads s Jlo e allss 928 5 pole aslilad YY§

e Castrillo, V. U., Manco, A., Pascarella, D., & Gigante, G. (2022). A review of
counter-UAS technologies for cooperative defensive teams of drones. Drones, 6(3),
65.

¢ Dictionary of Military and Assocaited Terms, 2015, Military-Strated

¢ Gettinger, D. (2019). The drone databook. Center for the Study of the Drone.

e Falanga, D., Kim, S., & Scaramuzza, D. (2019). How fast is too fast? The role of
perception latency in high-speed sense and avoid. IEEE Robotics and Automation
Letters, 4(2), 1884-1891.

e Deepan Sarma and Paul Quinn, eds., “D3. 1 — Data protection, Social, Ethical and
Legal Frameworks,” Diginext, Advanced hoListic Adverse Drone Detection,
Identification Neutralisation program, February 2018. http: // aladdin2020. eu/wp-
content/uploads/2018/04/ALADDIN_D3.

1 DataProtectionSoEL_Framework_V1 0 PU. pdf

e Dan Gettinger and Arthur Holland Michel, “Drones at Home: Drone Incidents,”
Center for the Study of the Drone, 2017. http: //dronecenter. bard. edu/drones-at-
homedrone- incidents

e Martins, B. O., Michel, A. H., & Silkoset, A. (2020). Countering the Drone Th reat.
Peace Research Institute Oslo (PRIO).

e Balamurugan, G., Valarmathi, J., & Naidu, V. P. S. (2016, October). Survey on UAV
navigation in GPS denied environments. In 2016 International conference on signal
processing, communication, power and embedded system (SCOPES) (pp. 198-204).
IEEE.

o Letter from John R. Dermody, P. E., Director, Office of Airport Safety and
Standards, U. S. Federal Aviation Administration, May 7, 2019. https: /iwww. faa.
gov/airports/ airport_safety/media/Updated-Information-UAS-Detection-
Countermeasures-Technology Airports-20190507. Pdf

¢ Brooks, S. H., Jacobus, C., Kohestani, C. G., Stikar, J. A., & Faye, E. J. (2019).
Counter unmanned aircraft systems market survey (uur) (No. SAND-2019-2801).
Sandia National Lab. (SNL-NM), Albuguerque, NM (United States).

¢ Waxman, M. C. (2018). The Caroline Affair in the Evolving International Law of
Self-Defense. Matthew Waxman, The Caroline Affair in Evolving International Law
of Self-Defense,(Aug. 28, 2018), The LawFare Book Review, Columbia Public Law
Research Paper, (14-600).

e NATO Standardization Office (NSO), ‘ATP-3. 3. 8. 1 Minimum Training
Requirements for Unmanned Aircraft Systems (UAS) Operators and Pilots’, Edition
B Version 1, May 2019.

¢ Paulina Glass, “Russia’s New Arctic Drones Are Built to Spot Ships,” Defense One,
December 11, 2018. https: // www. defenseone. com/technology/2018/12/ russias-
newarctic- drones-are-built-spot-ships/153444/

¢ Crino, S., & Dreby, A. (2019). Drone Technology Proliferation in Small Wars. Small
Wars Journal, 3.

¢ S. Walker-Roberts and M. Hammoudeh, Written evidence submitted by Manchester
Metropolitan University, U. K. Parliament Defense Committee, Domestic Threat of


http://dronecenter.bard.edu/drones-at-homedrone-
http://dronecenter.bard.edu/drones-at-homedrone-
https://www.faa.gov/airports/
https://www.faa.gov/airports/

YV LS 5 goemme yess o slaailolis b alilia sla e ooy

Drone Inquiry, May 9, 2019. data. parliament. uk/writtenevidence/
committeeevidence. svc/evidencedocument/ defence- committee/domestic-threat-of-
drones/written/ 101797. html

¢ The NATO Countering Unmanned Aircraft System Working Group (NATO C-UAS
WG) has been formally established through the approval of the Countering Class |
UAS practical framework, endorsed by NATO’s Defense Ministers on their meeting
on 13-14 Feb. 2019.

eZeng, Y., Lyu, J, & Zhang, R. (2018). Cellular-connected UAV: Potential,
challenges, and promising technologies. IEEE Wireless Communications, 26(1), 120-
127.



