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Aims The assessment of threats and vulnerabilities of critical infrastructure such as urban
water infrastructure can, in many cases, significantly reduce vulnerabilities or minimize the
consequences of a threat. The aim of this research was to evaluate the components of the
contingency and impact severity of human-oriented and natural-based threats in urban water
infrastructure.

Instrument & Methods In this analytical-descriptive study, a library collection method,
including the study of books, research, and domestic and International articles of researchers
as well as Internet search was used. The data were collected by questionnaire and analyzed by
Hazop model and Friedman test, using SPSS 21 software.

Findings According to the experts, the highest scores were assigned to terrorism acts and
suppression, and, ultimately, human error. The most critical type of threat was recognized
as chemical attack, military attack, and drought by the Hazop model. The second threat was
rocket attacks, earthquakes, and terrorism. The human error ranked next in critical threats.
The military attack and drought were recognized as an unacceptable crisis and the probability
of a flood, a military attack (ground) and human error were ranked one to three. The impact
severity (damage) of the military attack (ground), earthquake, and chemical pollution were
ranked one to three, respectively.

Conclusion The most critical types of threats are chemical pollution in urban water
infrastructure, military attack, and drought and are recognized as unacceptable crisis. The
probability of flood, military attack (ground), and human error are ranked one to three, and the
impact severity (damage) of the military attack (ground), earthquake, and chemical pollution
are ranked one to three, respectively.
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